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Securing Intelligencel & Cybersecurity Awareness{Monash University) =
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Cybersecurity for the Ajrmed’Forces (Army Instifute of Telecommunications & Electronics)
Network Security (Royal S’rrd’regic Communication Regiment)

RFID Hacking (PwC Darklab)

Various events in Roydl Signals Regiment
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. Back to Basics £y
. Walking an exfra mile %

The future is now...
Advantages
Disadvantages & Pain points

Security advantages

Mitigating Cloud Vulnerabilities

Cloud Encryption & Key Iv\onagemen’r
Sharing Cloud Security Responmbdfnes
Cloud threat actors
Vulnerabilities & MITIgCIﬂOﬂS
SOC & NOC ’

Q&A



The future is now...
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Advantages olosz%ud f
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» Reliability i
» Availability
» All environments

» Disaster recovery |
\ N\

» Scalability
©

» Cost effective

» Capital expendift



» Extra effort establishing clear governance

» Access Control decentralized for bank
environment

» Roles Segregation challenges &
managements

» Vendor Risk

» Control Coverage

» Decentralized Monitoring
» Attack Surface

» Complexity

» Lack Knowledge personnel
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Security Advantages
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» Platform Unity & Sfféngth for single cfoud

» Resource Av@ilobiﬁ,’ry ?
1

-

>"'Boc|<up Recovery and Inaden’r Processgs l

Access Key) oop Q D D

» Uniform, secured endpoints 2

» AD in the Sky




There is no cloud

It's Just someone else's computer
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https://us-cert.cisa.gov/ncas/current-actifity/2020/01/24/nsa-
releases-guidance-mitigating-cloud-vulnerabilities




Cloud Components
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» Identity & Access Management (IdAM) e
» Compute
» Virtualization, P B SrorAGE,
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Cloud Encryption & Key Management

>

Data Sensitivity crucial for strategy L

&
CSP provided encryption and KM Services \i
AWS CloudHSM, FIPS 140-2 Level 3 validated HSMs {
Hardware security Module (HSM) service for pro’re.ghng kgys w(b '
the cloud

. '
.2

KM (Hardware HSM in DC) outside of curre*cloud ’rgprciﬂde
dual control

Avoiding single point of failure



Sharing Cloud Security Responsibilities
Private Cloud

Infrastructure Platform Software

Configuration Configuration Configuration Configuration

Application/Data Application/Data Application/Data Application/Data

Environment Environment Environment Enivornment

Operating Operating Operating Operating
System System System System

Virtualization Virtualization Virtualization Virtualization

» Threat Detection
» Incident Response

» PaftchingMagnagement




Cloud Threat Actors

» Malicious Customer Cloud Admlnlsirators (Leverqge privileged
credentials) L

» Cyber Crlmmal / Nahon State- Sponsored Actors (Exploits, zero
days, weak quihenhcqhon plvoi) g5 4

» Unirained and Neglectful. Customer Cloudt Admlnlsiraiors

(human error, monlformg) ~ f f y;g
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Cloud Vulnerabilities and Mitigations

Supply Chain Shared Tenancy
Vulnerabilities Vulnerabilities

Poor Access Control

Misconfiguration




Cloud Vulnerabilities and Mitigations

» Misconfiguration
» RISK

» Exposure of sensitive 'data

» Data Accessible to all pybli€ clediwisers

> Sensitive data accessiglenT oudaril astiose alieh)
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Cloud Vulnerabilities and Mitigations

» Poor Access Conirol

Two factor authentication

>
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> SOC (Securl’ry Opero’non Cen’rre) monl’rormg oppllco’rlon logs




Cloud Vulnerabilities and Mitigations

Shared Tenancy Vulnerabilities
» RISK

» Hypervisor breakout atiack (Mirtugilization escalation.fo host)

> ConTomer breakout

W “;7‘ : 3

> inlege Escolohon Ieod:sv#o‘ CO_' ORO]
"I‘LD sTLll S ¢ | B : / {«_u"{;‘ . . £ 1 g
| ) ‘ 0 ':,:",w:‘ :

l
\

> U oudriﬁbséd pcces%g_
é’k}'ﬁﬁty Operation Cen11| oh ¢or|ng oppllconon Iogs
) .

" L5
o2 b= § .
'.‘.‘ ~ N
T f * . \
7/ 88
il ,../,,’;,,
) ' 1 2] 45//’// 4 I
!, - CONHT % o op ' i’ v ‘1\}) 7 T
5 I ! y o
& q 7 M
§ ‘z g 4 e ) o ) W ]
3 .? » ‘ : v 8 [ooedd DAGAS P34 M INDNAN A )

BOLI

'.,. ' v}téi .," v ¢ “; 3 o N\ ‘ .’MIM / 1} :l‘\
by Y | 1R A0 _ Vo CAUSZRALIA
¢ A ‘ (AR % \
I igthieh . | i A




Cloud Vulnerabilities and Mitigations

» Supply Chain Vulnerabilities

>

>

>

>

>

ifl [ ALL | KNow 15
B Igenans THE BoSs SAID WE

o HAD To MoNIToR
» Vendor-specific countermeasudnes THE CLouD.

» Critical8ervice Provider Playbeokiand. Drill
» SecureiCoding practices

» DevSecOps

» Vulnherability Managements

» SOC Monitoring

» Threat Intelligence




Cloud Vulnerabilities and Mitigations

Amazon Web Services (AWS) HACKER ,

Mitigated Largest DDoS COMBAT °

COMMUNITY

Attack Ever Recorded @hackercombat

Hackercombat.com

According to Amazon's “Threat Landscape Report — Q1 2020, Amazon
Web Services mitigatgd a distributed denial-of-service (DDoS) attack
with a volume of|2.3 Tbps.|/AWS team members had spent several days

responding to this particular network volumetric DDoS attack.




SOC & NOC

Converged Operations
Level 1

SOC Operations DOC Operations

Level 2 Level 2

Shared Workflow
Shared Ticketing

Level 3 Level 3

L

Incident Analysis




Readiness condition

DEFCON 2

DEFCON 3

Description

Maximum readiness. Immediate
response.

Maximum readiness

Increase in cyber force readiness

Increased intelligence watch

Normal Business As Usual

DEFCON

Readiness

Welab CIRT & Security Operation Center (SOC)
Incidents Response (IR) Team deployed 24/7

Welab CIRT deployment 24/7. SOC IR team

Mobilized within 1 Hour

Welab Cybersecurity Team Mobilize within 1 Hour

Above normal readiness

Normal readiness

Conditions

Severe Risk Attack attempt detected

False Positive filtering

High Risk Attack attempt detected

False Positive filtering

Medium Risk Attack attempt detected

False Positive filtering

Low Risk Attempt detected

False Positive filtering

Automated Monitoring 24/7

Active Threat intelligence & Hunting

Conditions

Severe Impact. Examples are Global Malware
infections, involving large number of systems
affected by ransomware or malwares

High impact. Examples are disruptions of entire
network, compromised of confidential
information.

Significant impact. Example are delayed delivery
of services, denial of service attacks, exploited
vulnerabilities that doesn't affect overall business
operations

Minimal impact. Examples are spam emails,
phishing, isolated viruses. No Business
Disruptions

No Impact. Examples are External scanning from
unknown threat actors




Back to basics, small things matter!

» Basic Active Directory controls and utilizations (AD access control and Time-
bound)

» Awareness of business users (Business Email Compromise, still no.1 attack in
Hong Kong) (paranoid, just a little)
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https://lwww.tiangandpartners.com/en/publications/increasing-threat-business-email-
compromise-organisations-hk-apac-region-jul2020.html




Walking an extra mile...

» Red Forest Architecture (ESAE, Enhanced Security Administrative
Environment)

» RSA domain monitoring, rogue mobile apps, phishing site, credit card
numb_ﬁe_rsv in-darknet, etc) ,
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¥ Threat Actors
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Cybersecurity?

You don't have to outrun the bear—
you just have to outrun the other campers.
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